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SearchAhead

Searching for content through an Internet search engine has become a primary entry point
to the Web. The search engine is the most popular Internet application after email. Over 7
billion Web searches are conducted each month in the US alone, and search engines account
for over 90 percent of the new Web sites visited by users. With so much exposure to unknown
content, search engines are now a major gateway to malware and compliance risks.

Up to 20 percent of Internet search result pages contain offensive content or malware.
Organizations need a way to secure their employees' Web searches, while employees need a
way to be warned of malicious or inappropriate search results.

Securing search, however, presents challenges. First, the Web is very large. It is simply
impossible to analyze every Web page on the Internet for malware and inappropriate content
several times each day. Second, the Web is dynamic. New Web pages and new content for
existing Web pages are continually created. Static URL and reputation lists based on periodic
analysis of Web sites cannot keep up with a large and dynamic Web. A new approach utilizing
real-time analysis of search results is required.
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Figure 1: How SearchAhead works

Real-Time Early Warning for Search

SearchAhead is a real-time early warning system designed for search that is included, at no
additional charge, with ScanSafe’s Web Filtering service. The SearchAhead service warns
employees when malicious or inappropriate Web pages appear in their search results,
thereby proactively enforcing your Web usage policies and keeping employees from visiting
unwanted Web pages. SearchAhead analyzes results from the major search engines - Google,
Yahoo!, and MSN - and provides a simple, easy-to understand notification, indicating the
safety and compliance of search results. The security service operates transparently to the
end user, so employees search as they normally would, through search portals or toolbars.

Why SearchAhead?

m Secure employees’Web searches,
a primary gateway to malware and
compliance risks

= Provide early warning of the
contents of search results
according to Web usage policies
and ScanSafe’s Outbreak
Intelligence® malware detection
technologies

= Ensure timely, accurate, and
reliable analysis of searched Web
pages through real-time scanning
of Web pages

® Educate employees to use the Web
safely and responsibly

® Reduce Web acceptable use policy
violations by up to 30%

For more information, visit
www.scansafe.com/why

SearchAhead allows our
employees to learn which
search results are acceptable
and safe. It reduces Web
blocks and fosters safe Web
surfing. SearchAhead helps
educate users about our Web
use policy and puts them in
control of ensuring they don't
violate it - they can police
themselves.

- SOCRATIC TECHNOLOGIES, INC.



Inside SearchAhead

SearchAhead automatically annotates all search engine results with no additional hardware
or software required. Because each search result is scanned for malware and inappropriate
content in real-time, employees are assured that the Web pages they visit are safe. Search
results are color-coded according to their status, and these warning icons let employees
know in advance when a particular link will be blocked or logged. Employees are presented
with a detailed explanation for any warning, with the aim of preventing them from
accidentally visiting unauthorized sites and breaching their organization’s Web usage policy.

Site meets organization’s Acceptable Use Policy and is safe to browse.
Site is unclassified and may contain unsuitable content.
Q Site does not meet organization’s Acceptable Use Policy and is blocked.

* Site is hazardous and may host spyware, viruses, or phishing.

SearchAhead evaluates search result links in real-time against the Web filtering policy in place
for the given user and ScanSafe’s Outbreak Intelligence™ malware detection technologies,
and displays a green, yellow, or red icon, indicating the organization’s Web usage policy, or

a bug, indicating a malware-infected page. As an integral part of the ScanSafe Web Filtering
service, SearchAhead does not require special deployment. The user simply switches on the
SearchAhead setting in the ScanCenter Web console and enables SearchAhead for the entire
organization.

Effective User Education

The proactive, educational benefits of SearchAhead are apparent when comparing the results
over a one-month period of employees who used SearchAhead and those who did not:

Test Group Change in Average Number of Web
Blocks from Previous Month

No SearchAhead Decreased by 4%

7,400 Users

SearchAhead Enabled
2,700 Users

Decreased by 28%

SearchAhead educated users by clearly labeling each search result regarding whether a block
would occur if they clicked on the link. This early warning prevented users from making
unwanted clicks, producing a 28% decrease in the average number of Web page blocks. By
reminding users constantly of the acceptable use policy, SearchAhead raised the awareness
of end-users and enabled them to police themselves on how to use the Web safely and
responsibly.
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About ScanSafe SaaS
Solutions

ScanSafe is the pioneer and largest
global provider of SaaS Web Security,
ensuring a safe and productive
Internet environment for businesses.
ScanSafe solutions keep malware

off corporate networks and allow
businesses to control and secure the
use of the Web. As a Saa$ solution,
ScanSafe eliminates the burden

of purchasing and maintaining
infrastructure in-house, significantly
lowering the total cost of ownership.
Powered by its proactive, multilayered
Outbreak Intelligence™ threat
detection technology, ScanSafe
processes billions of Web requests
and millions of blocks each month for
customers in over 100 countries.

For more information, visit
www.scansafe.com
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